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Review of Hoare Logic

• Method of reasoning mathematically about 
imperative programs

• Programming language
• Assertion language

• Predicate logic rules + soundness
• Specification language

• Hoare logic rules + soundness

• Basis of automated program verification systems
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Hoare Logic Rules
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This Class: Separation Logic

• Extension of Hoare logic for reasoning about 
pointers

• Details took 30 years to evolve
• 1970s ~ around 2000

• Very active research area

4



5



6



1. Programming Language
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The Programming Language

𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐 𝑐𝑐 ∷= …
| 𝑥𝑥 ≔ 𝐜𝐜𝐜𝐜𝐜𝐜𝐜𝐜 𝑒𝑒1, … , 𝑒𝑒𝑛𝑛
| 𝐝𝐝𝐝𝐝𝐝𝐝𝐝𝐝𝐝𝐝𝐝𝐝𝐝𝐝(𝑒𝑒)
| 𝑥𝑥 ≔ 𝑒𝑒
| 𝑒𝑒 ≔ 𝑒𝑒
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States
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Operational Semantics



2. Assertions
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Next: Formal Semantics of Assertions
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Recall States
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Next: Inference Rules for Assertions
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Next

• We will introduce some important/interesting 
classes of assertions:

• Pure assertions
• Strictly exact assertions
• Precise assertions

• Intuitionistic assertions
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Summary

• Assertions

• Next: Specifications and Inference Rules
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3. Specifications and 
Inference Rules
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Also valid total correctness spec.



Also valid total correctness spec.
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Soundness of the frame rule is sensitive to 
the semantics of programming language

• Suppose dispose x :
• If heap does not contain location x, then do nothing
• Otherwise, free the location x
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Soundness of the frame rule is sensitive to 
the semantics of programming language

• Suppose dispose x :
• If heap does not contain location x, then do nothing
• Otherwise, free the location x
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Why the Frame Rule is Sound
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Locality :  Safety monotonicity + Frame property



Soundness
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Soundness of Frame Rule
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Soundness of Frame Rule
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If 𝜎𝜎 ⊨ 𝑃𝑃 ∗ 𝑅𝑅, then:
𝐶𝐶,𝜎𝜎 does not abort, and 𝐶𝐶,𝜎𝜎 ⇓ 𝜎𝜎′ ⇒ 𝜎𝜎′ ⊨ 𝑄𝑄 ∗ 𝑅𝑅



Soundness of Frame Rule
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Soundness of Frame Rule
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Soundness of Frame Rule
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Soundness of Frame Rule
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𝜎𝜎 ⊨ 𝑃𝑃 ∗ 𝑅𝑅
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Safety Monotonicity
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Soundness of Frame Rule
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Soundness of Frame Rule
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𝜎𝜎 ⊨ 𝑃𝑃 ∗ 𝑅𝑅
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Soundness of Frame Rule

83
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Soundness of Frame Rule
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Soundness of Frame Rule

85

𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐 𝑐𝑐 ∷= 𝐬𝐬𝐬𝐬𝐬𝐬𝐬𝐬 𝑥𝑥 ≔ 𝑒𝑒 𝑐𝑐1; 𝑐𝑐2
𝐢𝐢𝐢𝐢 𝑏𝑏 𝐭𝐭𝐭𝐭𝐭𝐭𝐭𝐭 𝑐𝑐1 𝐞𝐞𝐞𝐞𝐞𝐞𝐞𝐞 𝑐𝑐2 𝐰𝐰𝐰𝐰𝐰𝐰𝐰𝐰𝐰𝐰 𝑏𝑏 𝐝𝐝𝐝𝐝 𝑐𝑐

| 𝑥𝑥 ≔ 𝐜𝐜𝐜𝐜𝐜𝐜𝐜𝐜 𝑒𝑒1, … , 𝑒𝑒𝑛𝑛
| 𝐝𝐝𝐝𝐝𝐝𝐝𝐝𝐝𝐝𝐝𝐝𝐝𝐝𝐝(𝑒𝑒)
| 𝑥𝑥 ≔ 𝑒𝑒
| 𝑒𝑒 ≔ 𝑒𝑒

(Exercise: Prove this language satisfies locality.)
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Recall Forward Assignment Rule
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An Inadequate Local Rule
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An Inadequate Local Rule
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An Adequate Local Rule
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The universal quantifier ∀v’’ in the precondition expresses 
the nondeterminism of allocation

The most direct way to see this is by a semantic proof that 
the rule is sound
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Example: 
Gluing records
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Summary

• Non-faulting semantics of Hoare triples

• Local reasoning: just fragment of heap (footprint)
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Summary
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Summary
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4. Lists and 
List Segments
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List Reversal

Loop invariant:

list 𝛼𝛼0 i 𝐿𝐿𝐿𝐿𝐿𝐿𝐿𝐿 list 𝛼𝛼0
† j
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Example: Insertion at the Head
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Example: Insertion at the End
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Example: Deletion at the Head
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Example: Deletion at the End
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Example: List Reversal

Loop invariant:

list 𝛼𝛼0 i 𝐿𝐿𝐿𝐿𝐿𝐿𝐿𝐿 list 𝛼𝛼0
† j
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161
…
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Summary

163

We can also define trees and DAGs.



Summary of Separation Logic

• Programming language

• Assertion language

• Specification language
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Current Research and the Future

• Extending separation logic to cover practical 
language features

• various concurrency idioms
• objects

• Building tools to mechanize separation logic
• much work on shape analysis

165


	Separation Logic
	Review of Hoare Logic
	Hoare Logic Rules
	This Class: Separation Logic
	幻灯片编号 5
	幻灯片编号 6
	1. Programming Language
	The Programming Language
	States
	幻灯片编号 10
	幻灯片编号 11
	幻灯片编号 12
	Operational Semantics
	2. Assertions
	幻灯片编号 15
	幻灯片编号 16
	幻灯片编号 17
	幻灯片编号 18
	幻灯片编号 19
	幻灯片编号 20
	幻灯片编号 21
	Next: Formal Semantics of Assertions
	Recall States
	幻灯片编号 24
	幻灯片编号 25
	幻灯片编号 26
	幻灯片编号 27
	幻灯片编号 28
	幻灯片编号 29
	幻灯片编号 30
	幻灯片编号 31
	幻灯片编号 32
	幻灯片编号 33
	Next: Inference Rules for Assertions
	幻灯片编号 35
	幻灯片编号 36
	幻灯片编号 37
	幻灯片编号 38
	幻灯片编号 39
	Next
	幻灯片编号 41
	幻灯片编号 42
	幻灯片编号 43
	幻灯片编号 44
	幻灯片编号 45
	幻灯片编号 46
	幻灯片编号 47
	幻灯片编号 48
	幻灯片编号 49
	幻灯片编号 50
	幻灯片编号 51
	幻灯片编号 52
	幻灯片编号 53
	Summary
	3. Specifications and Inference Rules
	幻灯片编号 56
	幻灯片编号 57
	幻灯片编号 58
	幻灯片编号 59
	幻灯片编号 60
	幻灯片编号 61
	幻灯片编号 62
	幻灯片编号 63
	幻灯片编号 64
	幻灯片编号 65
	幻灯片编号 66
	Soundness of the frame rule is sensitive to the semantics of programming language
	Soundness of the frame rule is sensitive to the semantics of programming language
	Why the Frame Rule is Sound
	幻灯片编号 70
	幻灯片编号 71
	Soundness
	Soundness of Frame Rule
	Soundness of Frame Rule
	Soundness of Frame Rule
	Soundness of Frame Rule
	Soundness of Frame Rule
	Soundness of Frame Rule
	Soundness of Frame Rule
	Soundness of Frame Rule
	Soundness of Frame Rule
	Soundness of Frame Rule
	Soundness of Frame Rule
	Soundness of Frame Rule
	Soundness of Frame Rule
	幻灯片编号 86
	幻灯片编号 87
	幻灯片编号 88
	幻灯片编号 89
	幻灯片编号 90
	幻灯片编号 91
	幻灯片编号 92
	幻灯片编号 93
	幻灯片编号 94
	幻灯片编号 95
	幻灯片编号 96
	An Inadequate Local Rule
	An Inadequate Local Rule
	An Adequate Local Rule
	幻灯片编号 100
	幻灯片编号 101
	幻灯片编号 102
	幻灯片编号 103
	幻灯片编号 104
	幻灯片编号 105
	幻灯片编号 106
	幻灯片编号 107
	幻灯片编号 108
	幻灯片编号 109
	幻灯片编号 110
	幻灯片编号 111
	幻灯片编号 112
	幻灯片编号 113
	幻灯片编号 114
	幻灯片编号 115
	幻灯片编号 116
	Example: �Gluing records
	幻灯片编号 118
	幻灯片编号 119
	幻灯片编号 120
	幻灯片编号 121
	Summary
	Summary
	Summary
	4. Lists and �List Segments
	幻灯片编号 126
	幻灯片编号 127
	幻灯片编号 128
	List Reversal
	幻灯片编号 130
	幻灯片编号 131
	幻灯片编号 132
	幻灯片编号 133
	幻灯片编号 134
	幻灯片编号 135
	幻灯片编号 136
	幻灯片编号 137
	幻灯片编号 138
	幻灯片编号 139
	幻灯片编号 140
	幻灯片编号 141
	幻灯片编号 142
	幻灯片编号 143
	幻灯片编号 144
	幻灯片编号 145
	幻灯片编号 146
	幻灯片编号 147
	Example: Insertion at the Head
	幻灯片编号 149
	Example: Insertion at the End
	Example: Deletion at the Head
	Example: Deletion at the End
	Example: List Reversal
	幻灯片编号 154
	幻灯片编号 155
	幻灯片编号 156
	幻灯片编号 157
	幻灯片编号 158
	幻灯片编号 159
	幻灯片编号 160
	幻灯片编号 161
	幻灯片编号 162
	Summary
	Summary of Separation Logic
	Current Research and the Future

